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Real-time tracking and monitoring — based on RFID
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What is RFID (Radio Frequency Identification)?

— Tags: to collect and send signals autonomously or when
prompted

— Application software: to process data into information for action



ARG-US RFID for DOE nuclear materials management

= Potential benefits of RFID

— enhanced safety, security, safeguards and materials accountability
— reduced radiation exposure and need foMnﬂ]Me* I S

— real-time access of status, i.e., State of Health, and event history ta in
continuous monitoring of environmental conditions of packagingfor agi

Y&
— Overall cost savings l! ' l

= Sensors and on-board memories are the key: RF : acts S ca
messages

= 433 MHz active RFID selected for devélopmqﬁt in
— low-power,
— acceptable communication range (100-m), and :
— non-linear, effective communication near metal Ly



ARG-US RFID surveillance tags — patent pending

RFID Board
with Sensors
and Memories

Expansion

= Space
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Seal Sensor

Battery
Management
Board

ES-3100

Universal form factor

Full sensor suite (seal, shock,
temperature, humidity, dosimeter, etc)

Good radiation resistance
(>17 yr at 200 mrem/h)

Long battery life (>10 yr)

Clock and non-volatile memory



ARG-US OnSite — copyright asserted
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Web-based ARG-US platforms

Storage and Disposal { Transport —»

tal Manage

o Progrom

T
Packagings RFID Tracking System PJ.‘.%

Sy it

Br  Ewvironmental Mang ) ; r. Yl .‘c\.'
- Mh“ﬁ e Packagings RFID Tracking System !mmﬁ

Site Map of ANL Bidg. 212 U.5. Map

Location: | ANLBidg. 212
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ARG-US TransPort — RFID equipment integration with
Qualcomm OmniTRACS satellite communication module

) Ethernet - %e “'.‘
© TCPIP,UDAP |
Control Computer Reader Tags
RS-232 3-wire | OmniTRACS MIP Schematic Diagram of Communication

Internet Internet R

Argonne Server Qualcom Hub



Enabling vehicles with RFID — NNSA’s OSRP/GTRI

(1) The “Bid Bird” LANL truck with Qualcomm (2) Dodge Sprinter van with Qualcomm
OmniTRACS satellite module OmniTRACS satellite module

e Install RFID eqUipment in truck ® |nstall RFID equipment in van
* Integrate with Qualcomm OmniTRACS » Integrate with Qualcomm OmniTRACS
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I:> Process took <1 day
to complete




Enabled “Big Bird” in 300-mile road rest (3/24/2010)

(& Packagings RFID Tracking System - Windows Internet Explorer
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“Big Bird” road test (3/24/2010, 19:28 GMT)

Packagings RFID Tracking System - Windows Internet Explorer
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e Issues in seconds
o Assists first responders

GIS (Geographical Information System) Reports

EMS Report for Big Bird Page 1 of 3
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EMS Facilities within 10 Miles of DEMO Vehicle (41.486380.-00.334167)
(As of 8/28/09 17:17 GMT)

Name: MOLINE FIRE DEPARTMENT STATION 3

Description: AMBULANCE AND FIRE SERVICE COMBINED

Phone: 309-797-0713

Address: 4700 38TH AVENUE, MOLINE, I 612635

County: ROCK ISLAND

Directions: SOUTH SIDE OF 38TH AVENUE BETWEEN 48TH STREET AND 47TH STREET
Approximate Distance from DEMO Vehicle: 7.2 miles

Name: SILVIS FIRE DEPARTMENT

Description: AMBULANCE AND FIRE SERVICE COMBINED

Phone: 305-792-9553

Address: 1040 15T AVENUE, SILVIS, IL 61282

County: ROCK ISLAND

Directions: ON THE SOUTH SIDE OF 15T AVE BETWEEN 10TH ST AND 11TH ST.

Approximate Distance from DEMO Vehicle: 447 miles

Name: MOLINE FIRE DEPARTMENT

Description: AMBULANCE AND FIRE SERVICE COMBINED

Phone: 308-757-0401

Address: 1630 8TH AVENUE, MOLINE, IL 61263

County: ROCK ISLAND

Directions: SOUTH SIDE OF 8TH AVENUE BETWEEN 16TH STREET AND 17TH STREET
Approximate Distance from DEMO Vehicle: 9.3 miles

Name: ORION AMBULANCE SERVICE

Description: AMBULANCE SERVICES, AIR. OR GROUND

Phone: 309-326-3365

Address: 501 11TH AVENUE, ORION, IL 61273

County: HENRY

Directions: LOCATED ON NORTH SIDE OF 11TH AVENUE BETWEEN 5TH STREET AND 6TH
STREET.

Approximate Distance from DEMO Vehicle: 9 46 miles

Name: GENESEO FIRE PROTECTION DISTRICT/AMBULANCE SERVICE

Description: AMBULANCE AND FIRE SERVICE COMBINED

Phone: 305-944-3544

Address: 124 EAST JND STREET, GENESEOQ. IL 61254

County: HENRY

Directions: LOCATED ON SOUTH SIDE OF EAST ?ND STREET BETWEEN SOUTH OAKWOOD
AVENUE AND SOUTH STATE STREET.

Approximate Distance from DEMO Vehicle: 9.62 miles

Name: EAST MOLINE FIRE DEPARTMENT

Description: AMBULANCE AND FIRE SERVICE COMBINED

Phone: 308-752-1503

Address: 1323 MORTON DRIVE, EAST MOLINE, IL 61244

County: ROCK ISLAND

Directions: NOETH SIDE OF MORTON DRIVE APPROXIMATELY .05 MILES WEST FROM THE
INTER.SECTION OF 19TH STREET AND MORTON DEIVE

Approximate Distance from DEMO Vehicle: 545 miles

Name: COAL VAILEY FIRE PROTECTION DISTRICT
Deseription: AMBULANCE AND FIRE SERVICE COMBINED
Phone: 305-799-3534

Address: 103 WEST 18TH AVENUE, COAL VALTEY, IL 61240




Sprinter van road test (8/16/2010, 20:55 GMT)
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= Viewed from a remote laptop during a DOE meeting in Savannah, GA
via wireless Internet (https://rfid.dis.anl.gov/pcp-test/webforml.aspx)

» Tracking and monitoring performance similar in a 1-h road test conducted
for a large audience on 8/18/10 across the city of Savannah and onto expressways


https://rfid.dis.anl.gov/pcp-test/webform1.aspx

Argonne Pilot RFID command center — Information for Action
1

Geographic

= Training and
certification

= Platform and protocol
development
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What is real time tracking?

" Inherent latency of satellite
transmission of send and receipt
sighals from a moving vehicle

= Signals affected by weather, nearby
tall trees, buildings, bridges,
obstructions, interferences — even
sharp turns

Stationary and road tests ?
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stationary test (15.3 h) and

Jr Four Staged Incidents

alerts/alarms during road
test (7 h; 4 staged incidents)

Receiving Lag (min)

= All messages received
(regular and alarms)

0

12:00 13:00 14:00
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Summary and conclusions

Argonne has developed the ARG-US TransPort system for “real-time” tracking and
monitoring of nuclear and radioactive materials packages during transportation.

ARG-US TransPort combines active sensor-based RFID with OmniTRACS satellite
module, GPS and GIS technologies, secure database and web servers, and a pilot
command center at Argonne for end-to-end continuity of knowledge and chain of
custody tracking and monitoring.

Extensive testing conducted on multiple transportation platforms demonstrated that
ARG-US TransPort has worked as designed, and will significantly enhance
safeguards, security and safety of nuclear and radioactive materials packages during
transportation.

Future development of ARG-US TransPort will (1) complete its integration with DOE
TRANSCOM, and (2) consider a cellular-satellite hybrid communication device for
better overall signal coverage, (3) further automation by eliminating the control
computer in the data pathway and incorporating its functions directly into the RFID
reader.
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ARG-US RFID and DOE TRANSCOM — acceptance testing

» Sent alarm signals from
one or 2 stationary transponders
from Argonne at 15 min intervals

» Alarm window (TRANSCOM)
popup <2 min

» Traffic directed to Argonne
pilot RFID command center

8 Packegings RFID Tracking System
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Overhead View of Big Bird
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ARG-US RFID & DOE TRANSCOM — acceptance testing
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= Testing with multiple vehicles

» OSRP shipment



Safety, security and safeguards of nuclear and
radioactive materials

. Nuclear Safety — Accident Prevention N

* Nuclear Safeguards — Non-proliferation

. Nuclear Security — Physical Protection Y

25—

A robust container-based RFID system, e.g., ARG-US, with tamper-indicating seals,
24/7 remote monitoring, and automatic alarms notification via secured Internet.
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